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Summary of the subject (maximum 1 page):

The protocols to 1) transform an arbitrarily weak public source of randomness into an almost
perfect and private one [1], and 2) generate an unbounded amount of private randomness from
a finite random seed [2] are amongst quantum information theory’s greatest achievements. In
these protocols, a successful execution is certified by the observation of a Bell inequality
violation, in a manner which is independent of the particular quantum state and measurements
giving rise to such a violation. This device-independence (DI), however, comes with a price:
the necessity of preparing entangled quantum states and of performing loophole-free Bell
tests. In turn, this implies that, with the current technology, very low randomness generation
rates can be practically achieved.

The semi-DI approach aims at retaining the conceptual advantages of DI schemes, while
making their implementation technologically less challenging. The entanglement-based setup
featuring in DI protocols is replaced by a prepare-and-measure one, with some type of
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restriction on the prepared states (bounds on Hilbert space dimension [3], fidelity [4] or
average energy [5], etc.).

The goal of this master project is to design semi-DI protocols for randomness amplification
and expansion and prove its information-theoretic security. Given existent results in quantum
information theory, such proofs boil down to lower-bounding the von Neumann entropy of
the outcomes of such protocols conditioned on any state that a quantum memory held by a
malicious adversary and, potentially, entangled with the protocols’ devices can have. We will
be looking for, both, numerical (semidefinite programming) as well as analytical results.
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