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Summary of the subject: 

Secure communications are of paramount importance in the increasingly globalized world. 

The standard cryptographic methods holding Computational-Security (such as RSA) are 

vulnerable to disruptive advancements in machine computational power and to the potential 

development of a key-breaking algorithm. In particular, it has been shown that quantum 

computers, which are expected to become commercially available in the next decade, will be 

able to efficiently solve the prime factorization and discrete logarithm problems upon which 

the most widely-used cryptographic protocols are based [1]. Quantum Key Distribution (QKD) 

encompasses a family of protocols that exploits the physics of quantum mechanics to ensure 

that cryptographic keys generated by these means are uncompromised by ``eavesdropping" 

adversarial parties [2] allowing remote users to achieve information theoretically-secure 

communication in a practical way. QKD has been widely implemented in both fiber 

experiments [3] and also in satellite-to-ground demonstrations [4] in the last decade. To enable 

a high enough cryptographic key generation rate to support encrypted communications in real 

time the demonstration of practical implementations of QKD requires devices GHz symbol 

repetition rate presenting robust designs. 

http://www.europhotonics.org/wordpress/


 

 

 
 

At ICFO, we are developing a QKD system based on a self-stabilized polarization state 

transmitter. The device is conceived in such a way as to be robust against temperature changes 

and mechanical vibrations. A mating receiver is designed and constructed to properly match 

the transmitter characteristics. In such communication systems, the employed receivers should 

guarantee an efficient acquisition of the arrival time of single photons (time-tagging). Thanks 

to their high performance, low development costs and short time to market, field-programmable 

gate arrays (FPGA) are attractive for many applications, including the implementation of time-

to-digital converters (TDCs) [4]. 

In this project we propose one or more of the following tasks: 

• Characterization [5] and hardware optimization of the FPGA-based multi-channel TDC 

currently used for the QKD receiver. Possible development of a GUI for control and 

analysis of the TDC. 

• In-lab or field QKD experiments with the TDC. As part of the work, the integration of the 

different building blocks required for the QKD receiver will be carried out (Single photon 

detectors, polarization stabilization units, polarization detection optoelectronics, etc). 

• Design of alternative FPGA-based TDCs with state-of-the-art performance (ps resolution 

and Mcps count rate) for use in future experiments. Comparison of different implementation 

strategies and development platforms. 

Given the above possibilities, the specific content of the project will be consolidated according 

to the interest and background of the candidate. 
 

Objectives: 

• Study the state of the art of practical QKD implementations 

• Get familiar with experimental aspects of QKD and FPGA development environments 

• Development and integration of a FPGA-based TDCs for the QKD receiver 

• Perform in lab or field QKD experiments using the developed devices 

• Documentation of the results in a written form 

 

Additional information: 

Required skills:  

• Experimental experience in quantum mechanics and photonics desirable 

• Experience in development with FPGA-based systems-on-chip and HW/SW co-design 

desirable (Verilog, VHDL, device driver design, Linux environment) 

• Solid programming skills (e.g. Python, Matlab or C++)  
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